Lantern and Mobile Phone Examiner’s iDevice Images

1. From your Bootcamp Windows operating system, navigate to where you
saved your image.

2. Right click on the image and select properties,

Open

Share with >

Restore previous versions

Send to >
Cut
Copy

Create shortcut
Delete

Rename

Properties

3. From the General tab, change the filename from [filename].dd to

[filename].dmg

| rdisk0s2.dd Properties (223

General | Security | Details | Previous Versions |
rdisk(52.00 (ffmm—

Type of file: DD File (.dd)

Opens with:  |& Windows Shell Commor Change...

Location: C:\Users\Sean\Desktop
Size: 7.07 GB (7,595,384,832 bytes)
Size on disk:  7.07 GB (7,595,384,832 bytes)

Created: Today, June 18, 2011, 3:56:33 PM
Modified: Tuesday, January 05, 2010, 10:13:46 PM
Accessed: Today, June 18, 2011, 3:56:33 PM

Attibutes:  [7] Read-only [] Hidden

4. A warning message will appear and select, “Yes” to complete the change.
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& If you change a file name extension, the file might become unusable.

Are you sure you want to change it?

s e ) m ]

5. Nextrestart into OS X. From the task bar on the far right is a black diamond

icon,

4:01 PM
6/18/2011

)

6. Click on the icon and select restarting into OS X.

About Boot Camp
Boot Camp Help

Boot Camp Control Panel...

Restart in Mac OS X...

From OS X bringing the image is easy. OS X can read from NTFS formatted drives
but cannot write to them without the assistance of third party software. Therefore
this becomes an instant write blocker. To add a MPE+ image into Lantern, follow
the following steps.

1. Start Lantern

2. Create a New case

3. Select acquire from the top menu

4

. From the acquisition menu, select disk image.

2 Copyright 2011 Katana Forensics Inc. All rights reserved.



Acquire Evidence
Please select one of the options below to acquire evidence from the specified source.

( Cancel ) ( Device ) ( Folder/Backup... )E

5. From the Finder window, the Mac can read files from the Bootcamp partition.
Navigate to your image that is on the Windows partition as seen below, and

select open.
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6. Then select “Everything” and Lantern will begin processing the image. Then

review the artifacts.
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